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Abstract

Standard self-attention allocates a uniform quadratic interaction budget to all tokens, even
though only a minority of tokens are typically ambiguous or computationally demanding. We
propose Sentinel Attention, an error-gated routing attention layer that keeps baseline contex-
tualization intact while allocating adaptive computation where the model struggles. Every token
first receives a standard multi-head self-attention update, preserving the optimization behavior
of a conventional Vision Transformer. A lightweight error predictor then estimates per-token
patch reconstruction error, and the high-error subset exchanges its standard update for a sparse
error-directed attention update. This design converts prediction error into a routing signal; in
the reference implementation the measured wall-clock overhead is +36-51% relative to a stan-
dard Vision Transformer of equal depth on CPU, which we report alongside the mechanism’s
other contributions rather than minimizing.

A second contribution is conceptual rather than purely architectural: the same reconstruc-
tion error required for routing is available at zero marginal inference cost as an endogenous out-
of-distribution (OOD) score. Instead of claiming this score as universally useful, we study its
validity boundary through controlled experiments spanning two input regimes (MNIST grayscale,
CIFAR-10 RGB) and three OOD regimes (far-OOD, near-OOD, natural-image OOD). The re-
sulting picture is sharply asymmetric. On far-OOD low-dimensional inputs (FashionMNIST
versus MNIST), reconstruction error is highly effective: AUROC 0.9841 alone and 0.9964 when
combined with Energy, with FPR95 0.016. On near-OOD handwritten characters (EMNIST
Letters versus MNIST digits), the signal reverses below chance (AUROC 0.4827), showing
that pixel-space reconstruction tracks surface-level simplicity rather than semantic novelty. On
CIFAR-10, the signal collapses entirely on natural-image OOD (mean AUROC 0.3646), demon-
strating that the mechanism does not transfer naively to higher-entropy RGB inputs.

We additionally test whether score fusion helps because of the fusion rule or because of
information-source independence. The answer is the latter. Cross-source combinations can
help substantially when at least one constituent signal is reliable (e.g., Mahalanobis-+Energy on
CIFAR-10: mean AUROC 0.8359), whereas same-source combinations offer no consistent gain
(MSP+Energy), and combining a corrupted signal with a good one can actively hurt performance
(Sentinel+Energy on CIFAR-10). The paper therefore makes two claims: an engineering claim—
error-gated routing is a viable, interpretable way to add selective computation to Transformers,
whose current implementation cost we characterize explicitly—and a scientific claim—pixel-
space reconstruction error is a narrow but measurable OOD signal whose success and failure
modes can be stated precisely.

1 Introduction

Standard self-attention [I] allocates an identical quadratic interaction budget to every token in
a sequence, irrespective of whether a token is unambiguous and well-explained by its context or,
instead, ambiguous and demanding of further computation. This uniform allocation is wasteful in



two respects. Computationally, the majority of tokens in a typical input are redundant—they can
be contextualized with a single attention pass—yet they incur the full cost of the attention matrix.
Epistemically, the model has no internal mechanism to flag tokens it finds difficult: the forward
pass produces no signal that says, for this patch, the representation is uncertain.

Existing approaches to this inefficiency fall into two disjoint lines of work. Sparse attention
methods [2], 3, 4, 5, 6] reduce the O(N?) cost by imposing fixed structural patterns—local windows,
strided blocks, low-rank projections, or locality-sensitive hashing—but these patterns are agnostic to
the model’s internal uncertainty: a token receives the same sparsity budget regardless of whether the
model finds it easy or hard. Selective and adaptive computation [28, 29, 30] B1] condition the amount
of computation on the input, but typically rely on learned routing networks whose internal signals
are opaque and have no demonstrated utility beyond the routing task itself. The two literatures—
efficient attention and input-dependent computation—have remained largely disconnected from a
third body of work, out-of-distribution (OOD) detection [8, [9] 10, [I1], which operates post hoc on
the classification head and requires a completed forward pass before any uncertainty estimate is
available.

We bridge these three threads with Sentinel Attention, an error-gated routing attention layer
in which a lightweight error predictor reconstructs each input patch from its token embedding and
the resulting per-token reconstruction error serves simultaneously as (i) a hard routing gate that
directs only high-error tokens to an error-directed sparse attention update and (ii) an endogenous
OOD score available at zero marginal inference cost. The design is motivated by predictive coding
theory [16] [17], which posits that biological neural systems allocate more processing resources to
signals that cannot be predicted from context. In Sentinel, prediction error is not an epiphenomenon
but the explicit driver of both computation allocation and novelty detection.

A key architectural property is that Sentinel preserves rather than replaces standard self-
attention. Every token receives the conventional multi-head self-attention update of a standard Vi-
sion Transformer [22]; only the subset of tokens whose reconstruction error exceeds a data-dependent
threshold 7 exchanges that update for an error-directed sparse attention update. This adaptive at-
tention selection on top of a standard backbone design incurs a measured wall-clock overhead of
roughly 1.4-1.5% over a six-layer ViT of equal depth on CPU in the reference implementation (Ta-
ble @, while exposing an internal uncertainty signal that requires no extra forward passes, no OOD
data for calibration, and no auxiliary models—unlike post-hoc scores such as MSP [8], Energy [9],
or Mahalanobis distance [10].

The architecture is the product of systematic ablation. Sentinel originates from the Precise
Weight Precision Field (PWPF) framework, which combined error-driven attention with a learn-
able precision field, attractor regularization, spectral normalization, and a dynamic memory bank.
Controlled ablations revealed that most of these components were either actively harmful (attractor
regularization, spectral normalization) or non-informative (precision field, memory bank, confidence
network). A single finding survived every ablation: error-direction queries consistently outperformed
state-direction queries. Sentinel retains only this error-gated routing mechanism, removing every
component that failed controlled testing. The full component-level accounting is provided in Sec-
tion B.7)

We do not claim that the Sentinel reconstruction error is a universal OOD detector. Instead, we
provide a precise, falsifiable characterization of its validity boundary through controlled experiments
spanning two input regimes (MNIST grayscale, CIFAR-10 RGB) and three OOD regimes (far-OOD,
near-OOD, natural-image OOD). The picture that emerges is sharply asymmetric:

1. Far-OOD sentinel. On FashionMNIST from MNIST, reconstruction error alone achieves AU-
ROC 0.9841; combined with Energy it reaches 0.9964 (FPR95 0.016), the best result among all



evaluated methods.

2. Near-OOD reversal. On EMNIST Letters from MNIST digits—same modality, different label
set—reconstruction error reverses: OOD samples yield lower errors than in-distribution samples
(AUROC 0.4827, below chance). We formalize this as reconstruction simplicity bias: the error
predictor conflates surface-level stroke complexity with semantic novelty.

3. Conditional information independence. Cross-source score fusion helps only when the
added signal has non-trivial standalone quality. On MNIST, Mahalanobis+Energy yields a pos-
itive gain (+0.0141 over Energy alone), whereas Sentinel+Energy does not exceed Energy alone
(—0.0027). On CIFAR-10, Sentinel reconstruction collapses entirely (mean AUROC 0.3646), and
fusing it with Energy degrades performance (—0.1535).

Contributions.

1. An error-gated routing attention layer (Sentinel) that adds adaptive computation to Vision Trans-
formers while preserving standard optimization dynamics, at a measured +36-51% wall-clock
overhead in the reference implementation—reported honestly as the price of the routing mecha-
nism.

2. Identification of per-token reconstruction error as an endogenous OOD score available at zero
marginal inference cost, eliminating the need for post-hoc calibration data or auxiliary models.

3. An empirical validity boundary for this score across far-OOD, near-OOD, and natural-image
OOD regimes, including the discovery of reconstruction simplicity bias on near-OOD inputs.

4. A refined principle for OOD score fusion: cross-source fusion helps only when the added signal
contributes non-redundant information and retains non-trivial quality on its own—independence
is necessary but not sufficient.

We make all code, checkpoints, and evaluation scripts publicly available at https://github.
com/Fengrru/pwpfl

2 Related Work

2.1 Sparse and Efficient Attention

The quadratic complexity of self-attention has motivated a large family of efficient variants. Fixed-
pattern methods impose structural sparsity: Sparse Transformer [2] alternates between strided and
local attention patterns; BigBird [5] combines random, local, and global attention; Longformer [6]
uses a sliding window with dilated patterns. Content-based methods use input-dependent routing:
Reformer [3] applies locality-sensitive hashing to group similar queries and keys; Routing Trans-
former [7] uses online k-means clustering. Low-rank methods such as Linformer [4] project keys and
values to a fixed lower dimension.

All of these methods determine sparsity from either structural templates or token-content simi-
larity, and none consults the model’s own uncertainty about a token. Sentinel Attention differs in
using the model’s own prediction error as the routing signal: tokens the model cannot reconstruct
well receive a specialized error-directed attention update, regardless of their content or position.
This is a qualitatively different inductive bias, motivated by predictive coding rather than by com-
putational efficiency alone.
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2.2 Selective and Adaptive Computation

A complementary line of work conditions the amount of computation on the input rather than on
the attention pattern. Adaptive Computation Time (ACT) [2§] introduced halting mechanisms
that allow a network to vary its depth per input; Universal Transformers [29] apply ACT-style
dynamic halting across shared transformer layers. Sparsely gated mixture-of-experts [30] route each
token to a subset of expert modules through a learned gate. More recently, Mixture-of-Depths [31]
and related token-pruning methods dynamically skip computation for tokens deemed unnecessary,
achieving substantial FLOPs reduction in large language models.

These methods demonstrate the practical value of input-dependent computation, but they share
two limitations that Sentinel addresses. First, their routing decisions are made by learned modules
whose internal activations are not meaningful beyond the routing task itself; Sentinel’s routing signal
is an interpretable reconstruction error with a well-defined semantics. Second, the routing signal
is discarded after the forward pass, whereas Sentinel retains it as an OOD score—computation
allocation and uncertainty estimation emerge from a single mechanism.

2.3 Uncertainty Estimation and Post-Hoc OOD Detection

Uncertainty in deep models is typically estimated either through Bayesian approaches—Monte
Carlo dropout [32] or deep ensembles [33]—which require multiple stochastic forward passes or
an ensemble of models, or through post-hoc scores derived from a single trained classifier. The
post-hoc family includes MSP [§], which thresholds the maximum softmax probability; ODIN [I1],
which adds input perturbations and temperature scaling; Energy-based OOD [9], which replaces
softmax with the log-sum-exp of logits; and Mahalanobis distance [10], which fits class-conditional
Gaussians in feature space. More recent work explores gradient-based scores [12], feature norms
[13], and activation rectification.

All of these methods operate at the model output level—logits or features after the classification
head—and therefore require a completed forward pass before any uncertainty estimate is available.
The Sentinel reconstruction error differs in two respects: (a) it is computed inside the attention
layers, before the classification head, and (b) it is a naturally occurring intermediate of the attention
mechanism rather than a post-hoc score, requiring no extra computation or calibration data.

2.4 Reconstruction-Based OOD Detection

Using reconstruction quality as an anomaly signal has a long history in unsupervised anomaly de-
tection. Autoencoders trained to reconstruct in-distribution data are expected to produce larger
reconstruction errors on unseen inputs; this principle underlies variational autoencoder-based meth-
ods [34], deep autoencoding Gaussian mixture models [35], and GAN-based approaches such as
GANomaly [37]. Deep one-class classification [36] formalizes anomaly detection as learning a com-
pact enclosing hypersphere in feature space. A well-known limitation of these methods is that a
sufficiently expressive autoencoder can reconstruct anomalous inputs equally well, collapsing the
error contrast.

Sentinel inherits this family’s core hypothesis but makes two deliberate design choices to mit-
igate the collapse failure mode: the error predictor is capacity-limited (a single linear decoder),
and its input is the classification token embedding rather than the raw patch. Consequently the
reconstruction error measures how well a patch can be recoded by the discriminative representa-
tion—a task-conditioned prior—rather than how well it can be memorized by an unconstrained
decoder. Our near-OOD results show that this mitigation is partial: on same-modality inputs the



predictor’s notion of “difficulty” still diverges from semantic novelty, a failure mode we formalize as
reconstruction simplicity bias (Section [5.1]).

2.5 Training-Endogenous Anomaly Signals

A small but growing body of work investigates signals that arise naturally during training. Loss
prediction [14] trains an auxiliary module to predict the per-sample loss and uses it for active learn-
ing. Contrastive OOD [15] leverages contrastively learned representations for OOD detection. Our
work belongs to this category: the Sentinel reconstruction error is not a separately trained OOD
score but a training-emergent signal—it exists because the error predictor is trained to minimize
reconstruction loss on in-distribution data, and naturally produces higher errors on unfamiliar in-
puts. Sentinel additionally unifies this signal with the computation-allocation mechanism, so the
OOD score costs no incremental computation at inference time.

2.6 Predictive Coding and Error-Driven Attention

Predictive coding [16], [17, 18] models cortical processing as hierarchical minimization of prediction
error, where each layer predicts the activity of the layer below and only the residual (prediction
error) propagates forward. This theory has inspired neural network architectures [19, 20] that
alternate bottom-up error propagation with top-down predictions.

The Precise Weight Precision Field (PWPF) framework formalized error-driven attention via a
precision-weighted mechanism combining reconstruction error with learnable state queries (Mixed-
Q). Sentinel Attention simplifies this by removing the learnable query mixing and precision field,
retaining only the reconstruction-error-driven hard routing. This simplification eliminates two pa-
rameter matrices while maintaining accuracy parity (Section . The result is a minimal opera-
tionalization of predictive coding: prediction error is the sole driver of both computation allocation
and the internal novelty signal.

3 Method

3.1 Sentinel Attention: Error-Gated Routing

A Sentinel Attention layer implements error-gated routing: it computes a standard attention update
for every token and then replaces the update of each hard-to-reconstruct token with an error-directed
sparse attention update. The layer receives the token sequence X € RV*P and the raw image
patches P € RNV*dpateh where N is the number of patches, D is the token embedding dimension,
and dpatch = p? - ¢ for patch size p and ¢ input channels.

The design goal is deliberately conservative: Sentinel does not replace standard attention with
a fully alternative mechanism. Every token first receives the same standard multi-head attention
update as in an ordinary Transformer; only tokens whose reconstruction error is high exchange
that update for an error-directed one. In preliminary development, we found that architectures
that routed all tokens exclusively through an error-driven path were sensitive to initialization and
produced unstable training on natural-image data. The standard path therefore acts as a “semantic
floor”, and the gate determines which attention operator contextualizes each token. Sentinel is
best understood as adaptive attention selection on top of a standard backbone, not as a wholesale
replacement of self-attention.

Per-Token Reconstruction Error. A lightweight linear decoder fy (Section reconstructs



each raw patch from the normalized token embedding X = LN(X), yielding per-token errors:
1

dpatch

The error is computed in input space at O(N D) cost—linear in the sequence length and negligible
against the quadratic attention cost.

Routing Gate. A threshold 7 selects the high-error subset:
M={ileg>1}, K=|M,|. (2)

During training, 7 is set to the (1 — p)-quantile of the batch’s errors, so that a fixed fraction
p = 0.2 of tokens is routed to the Sentinel path. At inference time, 7 is instead derived from
exponential moving averages of the error mean and standard deviation accumulated during training
(r = €4 0.56.), which makes the routing budget input-dependent rather than fixed. The gate is
intentionally discrete rather than soft: a soft gate would preserve differentiability but would blend
the two operators for every token, weakening the link between uncertainty and the update each
token receives. The hard gate makes the routing semantics inspectable: one can directly measure
what fraction of the sequence is considered difficult at each layer.

Candidate Updates. Two attention operators are applied to the full sequence; the gate then
selects between their outputs per token. The standard update is ordinary multi-head self-attention,

Ysra = MHSA(X). (3)

The error-directed update constructs queries from the model’s prediction error in embedding space.
A direction predictor g4 : RP — RP (a two-layer MLP with GELU activation) estimates each
normalized token, and the residual

ei = Xi — go(Xi) (4)

is the error direction: the displacement between the token and the model’s own prediction of it.
Queries are projected from this direction, Q5" = W§" ei, while keys and values come from the
standard token representations, K; = Wk X; and V; = Wy X;. Each token attends only to its top-k
scoring keys (k = 16 by default), giving a sparse error-directed update

Y;err = Z Qijj V}‘, (5)
JETopK(QY™-KT, k)

where o;; are the softmax-normalized attention weights restricted to the selected keys. The queries
therefore point along the model’s reconstruction failure in representation space, rather than being
conditioned on the scalar error magnitude.

Gated Replacement and Output. The hard gate selects, token by token, which update is kept:

(6)

yer ifie M,
i={ ‘
Y54 otherwise,
followed by a shared output projection, residual addition, and the standard feed-forward block:
X =X+WoY, X =X+FFN(LN(X)). (7)

If K =0, every token retains the standard update and the layer reduces exactly to a conventional
attention block—a graceful degradation that a replacement-only design would not provide.
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Figure 1: Sentinel Attention as an error-gated routing layer. FEvery token receives a standard
attention update; high-error tokens exchange it for a sparse error-directed update whose queries
follow the model’s prediction error in embedding space. The same reconstruction error that drives
routing is also aggregated into an endogenous OOD score.

The replacement form, rather than an additive combination, is deliberate. A high reconstruction
error indicates that the current representation fails to explain the input, so the standard contextu-
alization is precisely the update under suspicion; substituting an error-directed update lets the layer
correct rather than merely augment it. For low-error tokens, in contrast, the standard update is
already adequate, and replacing it would inject unnecessary noise. Because both candidate updates
are computed from the same input, the residual geometry of standard Transformers is preserved, and
the layer remains robust to miscalibrated routing: in the limit of an empty routing set it collapses
to the standard block.

The full forward pass of a Sentinel layer is formalized in Algorithm [I] Figure [I] emphasizes
the architectural asymmetry that defines Sentinel: standard attention is the default operator, and
error-directed attention is the exception path. This asymmetry is what allows the method to preserve
classification stability while still exposing an internal uncertainty signal.

3.2 Error Predictor Architecture

The error predictor fy is a single linear decoder that reconstructs a raw image patch from the layer’s
normalized input embedding X = LN(X):

f9 . RD N }:deatch7 fG(x) — W -x+ b7 (8)

where W € Raten XD The linearity is deliberate: the predictor must remain strictly less expressive
than the backbone, so that the reconstruction error reflects model-input mismatch rather than
decoder capacity (see the capacity-limitation argument below). For D = 128, the decoder adds only
D - dpaten = 2.1K parameters per Sentinel layer on MNIST (dpaten = 16) and 6.2K on CIFAR-10
(dpatch = 48). The remaining added cost of a Sentinel layer resides in the Error-Q path itself: a
direction MLP (D — 2D — D with GELU activation [2I], roughly 66K parameters) that maps
error-weighted tokens to queries, plus four D x D projections (query, key, value, output), totaling
approximately 134K parameters per Sentinel layer. With two Sentinel layers out of six, the full



Algorithm 1 Sentinel Attention Layer Forward Pass

Require: Token embeddings X € RV*P | raw patches P € RV *dpatcn

Ensure: Updated token embeddings X € RV*D | reconstruction errors e
1 X LN(X)
2: € ﬁ]\ﬂ — fo(X)|3, i=1,...,N // per-token MSE (linear decoder)
3: 7 < Quantile;_,(¢) (training) or £ + 0.5 (inference)
4 M+ {i|le>71} // hard routing gate

5: Ystq < MHSA(X) // standard update (all tokens)

6

7

8

9

e +— X — go(X;) // error direction (direction MLP)
P Q4 Wo'e, K+ WgX, VWX
: Y < Top-k attention from @; to (K,V), k=16 // sparse error update
Y, < YT if i € M, else Y // gated replacement
10: X « X +WoY
11: X « FFN(LN(X)) + X
12: return X,s

model grows from 1.23M to 1.50M parameters on MNIST (4+22%) and from 1.24M to 1.52M on
CIFAR-10.

Two design choices matter here. First, the predictor reconstructs raw patch pizels rather than
hidden states from another layer. This makes the error directly interpretable as a measurement in
input space and prevents the OOD score from becoming entangled with arbitrary internal feature
reparameterizations. Second, the predictor is intentionally shallow. A very powerful decoder could
absorb too much modeling capacity and reconstruct both in-distribution and out-of-distribution
patches equally well, collapsing the contrast needed for routing. Sentinel therefore relies on a
capacity-limited predictor: expressive enough to encode the training distribution, but not so expres-
sive that reconstruction error ceases to reflect model mismatch.

The predictor is trained jointly with the classification objective (Section and receives gra-
dients from two sources: directly from the reconstruction loss (encouraging accurate patch recon-
struction) and indirectly from the downstream attention and classification losses through the token
embeddings X that serve as its input. This coupling is important: the predictor does not observe
raw patches in isolation, but patches as encoded by the evolving classifier backbone. Consequently,
the reconstruction error is best interpreted not as a generic image prior, but as a task-conditioned
reconstruction prior shaped by the representation learned for classification.

3.3 Training Objective

The total loss combines a standard classification loss with a weighted reconstruction regularization
term:

L N
L= ﬁCE(?% y) + )\recon . % Z ZQ@), (9)
/=1 i=1
where Lcp is cross-entropy, ¢ is the predicted class distribution, y is the ground-truth label, L is the
number of Sentinel layers, and Arecon = 0.1 is the reconstruction weight. The reconstruction term
serves a dual purpose: it trains the error predictor for accurate reconstruction (needed for routing)
and acts as a mild regularizer favoring simpler representations. Ablation experiments (Section
confirm that the reconstruction weight does not degrade classification accuracy at this setting.

The loss also exposes the central tension of the method. Classification prefers features that



separate classes, whereas reconstruction prefers features that preserve local patch detail. On simple
grayscale data these objectives are largely compatible, because the low-level structure needed for
reconstruction is closely aligned with the structure needed for recognition. On CIFAR-10, however,
the objectives are less aligned: color and texture information helpful for patch reconstruction need
not be equally helpful for class separation. The small but consistent CIFAR accuracy gap reported
later should therefore be interpreted as an optimization trade-off rather than as accidental noise.
Sentinel exchanges a fraction of discriminative capacity for an internal uncertainty estimate.

OOD Score Aggregation. At inference time, the per-token reconstruction errors from all L
Sentinel layers are aggregated into a single scalar:

1 L N ©
Srecon = m z Z € - (10)

(=1 i=1
This is the Sentinel OOD score used throughout Section It is free in the sense that all inter-
mediate quantities are already computed during the forward pass for routing purposes.
3.4 Z-Score Combination of OOD Signals

Given two OOD scoring functions s,(-) and sp(-), we compute their in-distribution (IN) statistics
on the training set and combine them via z-score normalization:

IN IN
Scombo(T) = Sa(l’)I; Ha + (z) N H ) (11)
o, oy,
where u'™N and ¢ are the sample mean and standard deviation of each score computed over the
training set. This combination is scale-free (score magnitudes are normalized), requires no OOD
data for calibration, and trivially extends to any pair of scoring functions.

To test whether the combination gain comes from information source independence or from the
z-score normalization itself, we construct a same-source control: MSP and Energy are both derived
from the logits (softmax vs. log-sum-exp), sharing the same information source. Any gain in
MSP+Energy over Energy alone would indicate that z-score normalization alone produces benefit;
the absence of such gain indicates that the benefit requires truly independent information sources.

3.5 Complexity Analysis

Let N be the number of tokens and D the embedding dimension. A standard MHSA block requires
O(N?2D) operations for the attention matrix and O(ND?) for the linear projections. A Sentinel
layer adds the following on top of the standard update, which is computed for all N tokens either
way:

e Patch decoder: O(N - D - dpa¢cn) for the linear reconstruction decoder—linear in N, negligible
relative to the quadratic attention cost.

e Direction predictor: O(N D?) for the two-layer MLP that produces the error directions—linear
in N.

e Error-directed attention: the score matrix Q®*K ' is formed over the full sequence at O(N2D)

cost, after which each row retains only its top-k entries (k = 16) for the softmax and value
aggregation, O(NkD).



e Threshold and selection: O(N)—a quantile and a comparison, followed by an elementwise
selection.

The top-k restriction reduces the asymptotic attention cost of the error path from O(N?) to
O(NEk) only once the score matrix itself is formed sparsely. The reference implementation instead
materializes the full NV x N score matrix and then selects the top-k entries, so a Sentinel layer per-
forms roughly twice the attention work of a standard layer plus O(N D?) of auxiliary computation.
This is an implementation choice, not a property of the mechanism: a fused sparse-attention kernel
would realize the theoretical savings at long sequence lengths. As a consequence, the measured wall-
clock overhead of the reference implementation is substantial (Table @), and we report it honestly
rather than reporting the FLOP count of an unimplemented kernel.

3.6 Architecture Configuration

The Sentinel ViT uses 6 transformer layers arranged as 4 standard encoder layers followed
by 2 Sentinel layers. This configuration was chosen because: (a) early layers learn low-level
features where patch reconstruction is noisy and uninformative for routing; (b) later layers develop
semantic representations where reconstruction error becomes a meaningful attention-gating signal.
All layers share the same embedding dimension (D = 128), number of attention heads (H = 4),
and FFN expansion factor (4x). The total number of parameters is 1,501,994 for MNIST (patch
size 4, N = 49, 1 channel) and 1,516,266 for CIFAR-10 (patch size 4, N = 64, 3 channels).

3.7 Design Rationale: What We Removed and Why

The final Sentinel architecture is the product of systematic component removal. Table [1]lists each
component from the predecessor PWPF framework, the experimental evidence for or against it, and
the disposition in Sentinel.

This component-level accounting serves both as a design justification and as a methodological
note: it is as important to report what did not work as what did, so that future work on error-driven
attention avoids reinvesting in dead ends. We note one pattern across the removed components:
model components that impose additional constraints on learning (attractor, spectral norm) or add
auxiliary objectives (precision field, confidence network, memory bank) consistently either failed to
improve the primary objective or actively degraded it. The winning strategy was minimalism—a
single, task-aligned auxiliary signal (reconstruction error) driving a single routing decision (hard

gating).

4 Experiments

4.1 Experimental Setup

Datasets. We use MNIST (28x28 grayscale, 10 classes, 60K train / 10K test) and CIFAR-10
(32x32 RGB, 10 classes, 50K train / 10K test) as in-distribution (IN) datasets. For OOD evalu-
ation on MNIST: FashionMNIST [24] (clothing, 10K test) as far-OOD (structurally distinct pixel
distribution) and EMNIST Letters [23] (handwritten characters, 20.8K test) as near-OOD (same
handwritten modality, different label set of 26 letters). For OOD evaluation on CIFAR-10: SVHN
[26] (street-view house numbers, 26K test), CIFAR-100 [25] (100-class natural images, 10K test),
and Textures [27] (47 texture categories, 1,880 test images, resized to 32 x 32). OOD samples are
capped at 4,000 per dataset for computational efficiency.

10



Table 1: Component-level accounting from PWPF to Sentinel. Evidence drawn from controlled
ablations in the predecessor framework and this work.

PWPF Component

Experimental Evidence

Sentinel Disposition

Error-Q (error-direction query)

Reconstruction error OOD

Top-K sparse attention

Mixed-Q (learnable «)

Precision field II;;

Attractor regularization

Spectral normalization

Dynamic memory bank

Confidence network

+11% accuracy on MNIST
vs. State-(); strong far-
OOD signal (FashionM-
NIST AUROC > 0.98)
AUROC 0.80-0.99 on far-
00D

K = 16 is the accuracy-
speed sweet spot

a = 1 (Pure Error-Q)
matches learnable a within
0.18%

Precision collapse:  AU-
ROC 0.51 for OOD, indis-
tinguishable from chance
Removing it tmproved ac-
curacy by +4.7%
Suppressed all
flow; models
converge

No measurable benefit for
continual learning
O(N2D?) bottleneck, no
OOD gain over simpler

gradient
failed to

Retained as the sole
query mechanism

Retained as zero-cost
sentinel signal
Retained: only high-

error tokens attend
sparsely
Removed: Pure

Error-Q is canonical

Removed: signal is
non-informative

Removed: actively
harmful

Removed: actively
harmful

Removed: overhead
without evidence
Removed: complex-

ity without benefit

methods

Training. AdamW optimizer with initial learning rate 1073, cosine annealing to zero, weight
decay 10~*. Batch size 128. MNIST: 5 epochs. CIFAR-10: 20 epochs. All experiments run on a
consumer CPU (Intel Core i7-12700, 6 threads, 16 GB RAM). Total training time: approximately
30 minutes for MNIST, approximately 2.3 hours for CIFAR-10.

Evaluation Metrics. For classification: top-1 test accuracy. For OOD detection: Area Under
the Receiver Operating Characteristic (AUROC) and False Positive Rate at 95% True Positive Rate
(FPR95). AUROC € [0, 1] (higher is better, 0.5 = random). FPR95 € [0,1] (lower is better): the
fraction of in-distribution samples falsely flagged as OOD when the threshold is set so that 95%
of OOD samples are detected. Mahalanobis distance is fitted on the full training set using class-
conditional Gaussian distributions with a shared covariance in feature space; the score of a test
sample is its minimum distance across all in-distribution class means [10].

Protocol fairness. Our evaluation is designed to separate the value of the Sentinel architecture
from the value of score choice. For OOD detection, all post-hoc scores (MSP, Energy, Mahalanobis,
and combinations) are extracted from the same trained Sentinel model. This avoids a common
confound in OOD comparisons where architecture changes and score definitions are varied simulta-
neously. The resulting tables should therefore be read as follows: they do not ask whether Sentinel
is the best overall classifier, but whether the internal reconstruction signal produced by Sentinel
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Table 2: Classification accuracy on MNIST (5 epochs) and CIFAR-10 (20 epochs). All results use
the self-contained Pure Error-Q codebase.

Model Dataset  Epochs Test Acc. Params
Standard ViT ~ MNIST 5 97.77% 1.23M
Sentinel ViT MNIST 5 97.71% 1.50M

Standard ViT CIFAR-10 20 75.10% 1.24M
Sentinel ViT  CIFAR-10 20 73.32% 1.52M

layers contributes useful OOD information beyond what is already available in the model’s logits
and features.
Baseline OOD Scores. All scores are computed from the same trained Sentinel model:

e MSP [§]: 1 — maxy, softmax(logits)s.
e Energy [9]: —T'log ), exp(logits,/T"), with T' = 1.0.

e Mahalanobis [I0]: min. (z — pe) 27 (z — pe), with class-conditional means p. and a shared
covariance X fitted on training-set features at the penultimate layer.

e Sentinel (recon): Equation (L0)—mean reconstruction error across all Sentinel layers.
Z-score Combinations. Four pairs are evaluated:

¢ Sentinel+Energy: pixel-space reconstruction -+ logit energy (cross-source).
e Mahalanobis+Energy: feature-space distance -+ logit energy (cross-source).
e MSP+Energy: logit probabilities + logit energy (same-source control).

e Sentinel+MSP: pixel-space reconstruction + logit probabilities (cross-source).

4.2 Classification Accuracy and Speed

Table [2| reports classification accuracy. On MNIST, Sentinel ViT achieves 97.71% test accuracy
after 5 epochs, statistically indistinguishable from the Standard ViT baseline (97.77%) and 0.18%
above the learnable Mixed-Q variant (97.53%). Routing therefore costs no measurable accuracy on
simple grayscale data, and the simplification to Pure Error-Q (Section incurs no degradation.

CIFAR-10. On CIFAR-10 (20 epochs, no data augmentation), Sentinel ViT reaches 73.32%
versus 75.10% for the Standard ViT—a —1.78 percentage point gap. We attribute this gap to
two factors: (1) the error predictor MSE loss adds a secondary optimization objective that dilutes
gradient flow to the classifier head in the early epochs; (2) the hard routing discards gradient
information from easy tokens, which on a complex dataset may be necessary for learning shared
low-level features. The gap is modest (< 2%) and could likely be closed with longer training or
label-smoothing, but it confirms that the Sentinel routing mechanism is not accuracy-neutral on
natural images.

Speed. Table[6]reports wall-clock inference profiling for a 6-layer ViT with 2 Sentinel layers on
the MNIST configuration (N = 49 tokens) across batch sizes 32-256. The measured overhead of
+36% to +51% is substantial, and we report it without minimization. The overhead is structural
rather than incidental: the reference implementation computes both candidate updates for the
full sequence—the standard multi-head attention over all N tokens and the error-directed sparse
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Figure 2: CIFAR-10 training dynamics. Left: test accuracy of Standard ViT and Sentinel ViT
across 20 epochs. Right: the Sentinel auxiliary reconstruction signals decrease smoothly, showing
that the auxiliary objective is learned even though it does not translate into improved classification
or OOD separation on natural images.

attention (full score matrix followed by top-k selection)—before the per-token gate selects between
them. Additional contributions come from the patch decoder, the direction MLP, and Python-level
dispatch. Two qualifications follow. First, the mechanism does not require this redundancy: a
fused implementation that computes the standard update only for low-error tokens and forms the
error-path score matrix sparsely would substantially reduce the overhead, at the cost of irregular
memory access; we leave this engineering effort to future work. Second, the practical case for
Sentinel therefore rests not on wall-clock savings—which the reference implementation does not
deliver—but on the routing semantics and the zero-cost endogenous OOD signal analyzed in the
next sections.

Figure [2| provides a more informative view than a single endpoint number. The left panel shows
that the Sentinel model learns stably but tracks the Standard ViT from below throughout training,
suggesting a persistent optimization gap rather than late-stage overfitting. The right panel shows
that both reconstruction loss and mean reconstruction score decrease monotonically, which indicates
that the error predictor itself is well optimized even when its resulting signal is not useful for CIFAR
OOD detection. This distinction is important: poor OOD performance on CIFAR-10 is not caused
by training instability of the auxiliary head; it arises because the learned reconstruction objective
is weakly aligned with semantic novelty on RGB images.

4.3 OOD Detection: MNIST Boundary Analysis

Tables [B] and [] present the MNIST OOD results. Three patterns are evident:

1. Far-OOD Sentinel: reconstruction error as a strong signal. On Fashion MNIST—
clothing images with fundamentally different pixel statistics (textures, edges, background) from
MNIST digits—reconstruction error alone achieves AUROC 0.9841 and FPR95 0.070. When com-
bined with Energy via z-score, it reaches AUROC 0.9964 and FPR95 0.016, the best result across all
methods on this OOD dataset. The low FPR95 of 0.016 means that at a detection threshold catch-
ing 95% of true OOD samples, only 1.6% of in-distribution samples are falsely flagged—practical
for real deployment.

The underlying mechanism is direct: the error predictor fy is trained on MNIST digit patches,
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Table 3: MNIST OOD detection: AUROC (higher is better). Bold = best per column.

Method FashionMNIST (far) EMNIST (near) Mean
Sentinel (recon) 0.9841 0.4827 0.7334
MSP 0.9205 0.9202 0.9204
Energy 0.9398 0.9464 0.9431
Mahalanobis 0.9879 0.8743 0.9311
Sentinel+Energy 0.9964 0.8845 0.9404
MSP—+Energy 0.9316 0.9359 0.9338
Mahalanobis+Energy 0.9861 0.9282 0.9572
Sentinel+MSP 0.9842 0.7689 0.8766

Table 4: MNIST OOD detection: FPR95 (lower is better). Bold = best per column.

Method FashionMNIST (far) EMNIST (near) Mean
Sentinel (recon) 0.070 0.866 0.468
MSP 0.256 0.309 0.283
Energy 0.219 0.236 0.228
Mahalanobis 0.056 0.417 0.237
Sentinel+Energy 0.016 0.469 0.243
MSP+Energy 0.222 0.242 0.232
Mahalanobis+Energy 0.061 0.262 0.162
Sentinel4+MSP 0.047 0.817 0.432

and FashionMNIST clothing patches lie far outside its learned reconstruction manifold, yielding
uniformly higher errors.

2. Near-OOD Reversal: reconstruction error as a counter-signal. On EMNIST
Letters—handwritten characters in the same grayscale modality as MNIST digits but with a differ-
ent label set (26 letters vs. 10 digits)—the reconstruction error reverses direction: AUROC 0.4827,
below the chance level of 0.5. The FPR95 of 0.866 indicates near-total failure.

This occurs because EMNIST letter strokes (straight lines, simple curves) are often simpler
than MNIST digit strokes (intersecting loops, varying curvature), making them easier for the error
predictor to reconstruct under its digit-trained prior. The error predictor’s notion of “reconstruction
difficulty” is dominated by surface-level stroke complexity, not by whether the character belongs to
the training label set. We formalize this as reconstruction simplicity bias in Section [5.1]

3. Information Independence: cross-source beats same-source. Across both OOD
datasets, the best mean AUROC is achieved by Mahalanobis+Energy (0.9572, FPR95 0.162), which
combines feature-space distances with logit-based energy—two independent information sources.
The gain over Energy alone is +0.0141 AUROC and —0.066 FPR95 (29% relative reduction in false
positives).

In contrast, Sentinel4+FEnergy achieves mean AUROC 0.9404, which is 0.0027 below Energy
alone (0.9431). Although Sentinel+Energy is the best single-dataset performer on FashionMNIST
(0.9964), the near-OOD collapse on EMNIST (0.8845, versus Energy 0.9464) pulls the mean below
the Energy baseline. This asymmetry—extreme strength on far-OOD, extreme weakness on near-
OOD——characterizes the Sentinel reconstruction signal.

The same-source control MSP+Energy achieves mean AUROC 0.9338 (—0.0093 below Energy
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Table 5: CIFAR-10 OOD detection results (AUROC, higher is better). All values from the self-
contained Pure Error-Q codebase (Sentinel 20ep, 73.32% test accuracy). Bold = best per column.

Method SVHN CIFAR-100 Textures (DTD) Mean

Sentinel (recon) 0.1037 0.5498 0.4404 0.3646
MSP 0.6978 0.7020 0.6760 0.6919
Energy 0.6918 0.7601 0.7386 0.7302
Mahalanobis 0.8654 0.6554 0.9149 0.8119
Sentinel+Energy 0.3710 0.7201 0.6389 0.5767
MSP+Energy 0.7056 0.7344 0.7097 0.7165
Mahalanobis+Energy  0.8544 0.7441 0.9092 0.8359
Sentinel +MSP 0.3964 0.6770 0.6046 0.5593

alone), confirming that z-score combination itself does not guarantee improvement. The gain re-
quires truly independent information sources.

4.4 CIFAR-10 OOD Results

Observed pattern. The CIFAR-10 results falsify the optimistic prediction that Sentinel recon-
struction would retain at least marginal utility on natural images. Instead, reconstruction error
collapses completely: AUROC 0.1037 on SVHN (far below chance), 0.5498 on CIFAR-100 (near
chance), and 0.4404 on Textures (below chance). The mean AUROC of 0.3646 is the worst-
performing single method by a large margin.

Crucially, combining Sentinel with Energy degrades OOD detection (—0.1535 relative
to Energy alone), confirming that a corrupted signal actively harms rather than helps when naively
fused. This is the CIFAR-10 analogue of the MNIST near-OOD reversal, generalized to all OOD
types: on RGB images, the error predictor reconstructs everything well, so the reconstruction error
no longer separates in-distribution from OOD inputs.

The information independence principle, however, does replicate: Mahalanobis+FEnergy achieves
mean AUROC 0.8359 (40.1057 above Energy alone), while the same-source control MSP+Energy
achieves only 0.7165 (—0.0136). The cross-source gain is robust across both MNIST and CIFAR-10,
even though the specific cross-source pair that delivers it changes (Sentinel+Energy on MNIST,
Mahalanobis+Energy on CIFAR-10).

Figure 3] makes the dataset-dependent asymmetry visually explicit. On MNIST, the Sentinel
score is highly polarized: extremely strong on far-OOD and actively misleading on near-OOD. On
CIFAR-10, the same score is uniformly weak across all OOD datasets. The useful generalization
is therefore not “reconstruction error works,” but rather “the success of reconstruction error is
conditional on input regime.” By contrast, Mahalanobis and Energy are less spectacular on the
easiest case but substantially more stable across OOD types, which is why their combination becomes
the most reliable option on natural images.

4.5 Ablation Studies

4.5.1 Pure Error-Q vs. Mixed-Q

The earlier PWPF design used a Mixed-Q formulation: Q = a - Qerr + (1 — ) - Wys - s, where s
is a learnable state vector and « is a learned interpolation weight. We trained both variants on
MNIST for 5 epochs. Pure Error-Q (a = 1, the canonical Sentinel architecture, 1.50M parameters)
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Figure 3: OOD AUROC heatmaps across datasets and score families. Sentinel reconstruction is
highly regime-dependent: strong for far-OOD MNIST, below chance for near-OOD MNIST, and
broadly ineffective on CIFAR-10. Mahalanobis and Energy remain more stable, and their cross-
source combination is the most robust choice on natural images.

achieves 97.71% test accuracy, compared to 97.53% for the learnable a variant (1.54M parameters)—
a difference of 0.18%, within the noise range of different random seeds.

Since Pure Error-Q removes two parameter matrices (W, € RP*P and w, € R) and eliminates
a sequential dependency in the forward pass (no need to compute the state-dependent query before
the error-dependent query), we adopt it as the canonical architecture. The hard ratio p = 0.2
was chosen as the default; preliminary experiments with p € {0.1,0.3} showed minor differences in
accuracy (< 0.5%) and OOD AUROC (< 0.02).

Inference cost of Pure Error-Q. Table[f] reports wall-clock inference times for a 6-layer ViT
with 2 Sentinel layers on the MNIST configuration, compared against the all-standard baseline of
equal depth. The Pure Error-Q Sentinel adds +36% to +51% overhead in the reference implemen-
tation. Removing the Mixed-Q) state-dependent query and the precision field reduces the per-layer
work relative to the full PWPF variant, but the dominant cost—computing both candidate updates
for the full sequence—is shared by all variants of this design. We therefore do not present Pure
Error-Q as an efficiency improvement over the standard baseline; it is a simplification that preserves
the far-OOD detection capability with the smallest parameter footprint.

4.5.2 Reconstruction Error Distribution Statistics

To understand the reconstruction error behavior quantitatively, we report the mean and standard
deviation of syecon (aggregated across all layers and tokens) on MNIST:

o IN (MNIST test): 1 = 0.0584, o = 0.0147.

¢ Far-OOD (FashionMNIST): = 0.1362, 0 = 0.0381. A clear rightward shift (Cohen’s d =
2.68), explaining the high AUROC of 0.9841.

¢ Near-OOD (EMNIST): = 0.0541, 0 = 0.0098. The mean is lower than IN, and the standard
deviation is smaller—EMNIST patches are both easier to reconstruct and more homogeneous than
MNIST digit patches under the digit-trained predictor.
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Table 6: Wall-clock inference profiling: standard ViT vs. Sentinel Pure Error-Q (MNIST configu-
ration, 6 layers of which 2 are Sentinel layers, N = 49 tokens, CPU, 6 threads). Each entry is the
median of six independent rounds of 10 warmup + 50 timed forward passes. The reference imple-
mentation computes both candidate updates for the full sequence, so the overhead is substantial
and decreases only mildly with batch size.

Batch Size Standard ViT (ms) Sentinel (ms) Overhead

32 16.3 24.7 +50.9%
64 33.5 48.9 +45.9%
128 73.6 100.4 +36.4%
256 163.9 222.5 +35.8%

These distribution statistics confirm the directional reversal observed in AUROC and provide
a simple diagnostic: if the OOD mean reconstruction error is lower than the IN mean, Sentinel
reconstruction should not be used as a standalone OOD signal for that OOD type.

5 Discussion

5.1 Reconstruction Simplicity Bias

The near-OOD reversal (AUROC 0.4827) is not a measurement artifact—it reflects a fundamental
property of pixel-space reconstruction as an OOD signal. We formalize this as reconstruction
simplicity bias:

Let pin(x) be the distribution of in-distribution patches; and let fy be the error predictor trained
to minimize E;p (/|2 — fo(2)|%]. For a new patch ' from distribution poop:

Eompoop E(2)] > Eople(®)] <= poop is “harder” to reconstruct than piy under fy.
(12)
The direction of the inequality depends on two factors:

1. Surface complexity: If OOD patches have higher visual complexity (more edges, textures,
color variation) than IN patches, reconstruction error rises. This is the typical far-OOD case
(FashionMNIST clothing vs. MNIST digits).

2. Reconstruction prior: If OOD patches are structurally simpler under the learned reconstruc-
tion prior, reconstruction error falls, even though the patches are semantically novel. This is the
near-OOD case (EMNIST letter strokes are simpler than MNIST digit strokes).

The error predictor fy is not trained to distinguish semantic categories; it is trained to minimize
pixel-wise MSE. Its notion of “O0OD-ness” is strictly surface-level. This is fundamentally different
from feature-space methods (Mahalanobis, Energy) that benefit from the discriminative training of
the classifier, which és incentivized to distinguish semantic categories.

5.2 Why Reconstruction Fails on High-Dimensional Inputs

On MNIST (dpatch = 16 for patch size 4, 1 channel), per-patch reconstruction is a low-dimensional
regression problem: the error predictor maps 128-dimensional token embeddings to 16-dimensional
patch vectors, a compression ratio of 8 : 1. On CIFAR-10 (dpatch = 48 for patch size 4, 3 channels),
the compression ratio drops to 2.67 : 1, and the predictor must simultaneously model color, texture,
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and spatial structure. The reconstruction error becomes dominated by irreducible aleatoric uncer-
tainty (inherent patch variance) rather than epistemic uncertainty (model unfamiliarity), diluting
the OOD discriminative signal.

This dimensionality argument predicts that reconstruction-based OOD signals should scale in-
versely with input channel count and patch size—a hypothesis that can be tested in future work
with intermediate-dimensional datasets (e.g., grayscale CIFAR, or larger patch sizes on MNIST).

5.3 Practical Guidance

Based on our empirical analysis, we offer the following decision rule for practitioners considering
the Sentinel reconstruction error as an OOD signal:

Condition Recommendation Rationale

Grayscale, low-res input Use reconstruction + Energy  Strong far-OOD signal
(c=1, hyw <32)
RGB, natural images (¢ =3)  Prefer Mahalanobis + Energy Reconstruction signal is weak

Same-modality OOD, Avoid reconstruction signal Near-OOD reversal risk
different labels
Structurally distinct OOD Reconstruction is strongest Exploits surface-level shift

For deployment scenarios where zero-cost OOD signals are preferred (edge devices, real-time
systems), the Sentinel reconstruction error provides a useful first-stage filter: flag inputs with high
reconstruction error for further inspection by a more expensive OOD detector, while passing inputs
with low reconstruction error directly to the classifier. Our results suggest this two-stage approach
would catch far-OOD samples with high recall (FPR95 0.016 on FashionMNIST) while minimizing
unnecessary post-processing of in-distribution samples.

5.4 Deployment Value of Zero-Cost Signal

A distinguishing property of the Sentinel reconstruction error as an OOD signal is its zero marginal
inference cost. Unlike post-hoc methods that require executing the full classification pipeline on
every candidate input before computing an OOD score, the Sentinel reconstruction error is produced
as a necessary intermediate of the attention routing mechanism. This means the OOD signal is
available before the classification decision is made, not after it.

Concretely, for every input that passes through a Sentinel layer, the per-token reconstruction
errors €; are computed by the linear patch decoder as part of the routing gate. Aggregating these
into a scalar OOD score requires only a weighted sum (mean across Sentinel layers, O(N)), adding
O(N) floating-point operations—negligible relative to the O(N2D) self-attention. By contrast, MSP
requires computing softmax over the full vocabulary of logits, Energy requires logsumexp over logits,
and Mahalanobis requires fitting per-class Gaussians on intermediate features—all of which occur
at the end of or after the forward pass.

This early-availability property enables a speculative execution pattern for deployment: if the
aggregated reconstruction error falls below a calibrated threshold on the first few Sentinel layers,
the input can be classified immediately without executing the remaining layers. We emphasize,
however, that the reference implementation does not reduce wall-clock cost (Table [6)): its overhead
of +36-51% stems from evaluating both candidate updates, and speculative early-exit would require
an implementation that actually skips downstream computation. For edge deployments or latency-
critical systems, such early-exit using the reconstruction error as a gating signal is a plausible route
to reducing average-case inference cost, and we leave its evaluation to future work.
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Relevance to modern practice. The transformer ecosystem increasingly adopts auxiliary
training losses (auxiliary language modeling heads, contrastive losses, distillation losses) that are
discarded at inference time. Sentinel Attention inverts this pattern: its auxiliary training objective
(the MSE reconstruction loss on the error predictor) produces an artifact that gains additional utility
at inference time, beyond its training purpose. This inversion—training-cost artifacts becoming
inference-time assets—is a design pattern worth attention in the broader context of efficient deep
learning system design.

5.5 The Information Independence Principle

A finding that generalizes beyond Sentinel is the information independence principle: com-
bining OOD scores from independent information sources (e.g., feature-space distances + logit
energies) yields consistent improvement over the better individual score, while combining scores
from the same source (e.g., two logit-derived scores) yields no gain or even degradation. This
principle is independent of the Sentinel mechanism and applies to any model for which multiple
complementary scoring functions can be computed. The z-score normalization provides a simple,
calibration-free method to operationalize this principle—mo OOD data, no hyperparameter tuning,
just in-distribution statistics from the training set.

The CIFAR-10 results refine this principle in an important way. Independence is necessary but
not sufficient. If one signal is independent but badly misaligned with semantic OOD (as Sentinel
reconstruction is on RGB images), the combination can become worse than either constituent. A
more precise statement is therefore: score fusion is beneficial when the added score contributes non-
redundant information with non-trivial standalone quality. This refined statement is more useful to
practitioners because it turns the principle into a diagnostic workflow: first verify that a candidate
signal has at least modest AUROC on its own, then test whether it contributes information orthogo-
nal to the best existing score. If both conditions hold, simple normalization-and-sum is surprisingly
competitive; if either condition fails, fusion is unlikely to help.

6 Conclusion

We introduced Sentinel Attention, an error-gated sparse attention mechanism whose per-token
reconstruction errors serve as a zero-cost, training-endogenous OOD signal. Through controlled
experiments on MNIST and CIFAR-10, we established the precise boundary of this signal’s utility:

e Strength: Far-OOD inputs on low-dimensional data (FashionMNIST from MNIST, AUROC
0.9964 combined with Energy, FPR95 0.016).

e Failure mode 1: Near-OOD reversal (EMNIST from MNIST, AUROC 0.4827, below chance)—
reconstruction error detects surface-level shifts, not semantic novelty.

e Failure mode 2: High-dimensional inputs—per-patch reconstruction error degrades with input
channels and resolution.

Our cross-source vs. same-source combination experiments revealed a broader principle: OOD
detection improvement from score combination comes from information source independence, not
from any single signal. Mahalanobis+FEnergy (+0.0141 over Energy alone) generalizes beyond Sen-
tinel, while Sentinel-++Energy (—0.0027) does not improve the mean. We documented these negative
results explicitly, believing that honest characterization of failure modes is as scientifically valuable
as reporting successes.
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Methodological note. The trajectory from PWPF to Sentinel embodies a design philosophy of
progressive removal: start with a feature-rich architecture informed by multiple plausible hypothe-
ses, then systematically remove every component that fails a controlled ablation. Of the nine original
PWPF components, only three survived (Error-Q, reconstruction error, top-K sparsity); five were
removed for being either actively harmful (attractor, spectral norm) or non-informative (precision
field, memory bank, confidence network); one was simplified (Mixed-Q to Pure Error-Q). The result
is a minimalist architecture whose only auxiliary artifact—the reconstruction error—gains deploy-
ment utility beyond its training purpose. We recommend this approach to the community: a clean,
well-characterized failure boundary is more scientifically valuable than an over-claimed universal
signal.

Future work. Several directions are open: (1) extending the information independence analysis
to larger-scale vision models (e.g., ViT on ImageNet); (2) designing reconstruction predictors that
operate in feature space rather than pixel space, potentially resolving the near-OOD reversal; (3)
exploring alternative error signals (e.g., perceptual loss, contrastive reconstruction) that may bridge
the gap between surface-level and semantic OOD detection.
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A Reproducibility

All experiments use the self-contained Sentinel Attention codebase, available at https://github.
com/Fengrru/pwpf. The following commands reproduce all results in this paper:

# MNIST training (5 epochs, ~30 minutes)

python -m pwpf.sentinel_train --dataset mnist --model sentinel \
--epochs 5 --batch-size 128 --threads 6 \
--save sentinel_ckpt_v2.pt --label mnist-v2

# Checkpoint load-loop integrity check
python verify_ckpt.py --checkpoint sentinel_ckpt_v2.pt

# MNIST 00D evaluation (all baselines + z-score combos)
python -m pwpf.sentinel_eval_ood \

--checkpoint sentinel_ckpt_v2.pt --max-samples 4000

# CIFAR-10 training (20 epochs, ~2.3 hours)
python -m pwpf.sentinel_train --dataset cifarl0 --model sentinel \
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--epochs 20 --batch-size 128 --threads 6 \
--save sentinel_ckpt_cifar_v2.pt --label cifar-v2

# CIFAR-10 00D evaluation

python -m pwpf.sentinel_eval_ood \
--checkpoint sentinel_ckpt_cifar_v2.pt --max-samples 4000
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